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Through teaching ICT we equip children to participate in a rapidly-changing world where work and leisure 

activities are increasingly transformed by technology. We enable them to find, explore, analyse, exchange 

and present information. We also focus on developing the skills necessary for children to be able to use     

information in a discriminating and effective way. ICT skills are a major factor in enabling children to be     

confident, creative and independent learners. 

 

The aims of ICT are to enable children to: 

  develop ICT capability in finding, selecting and using information; 

  use ICT for effective and appropriate communication; 

  monitor and control events both real and imaginary; 

  apply hardware and software to creative and appropriate uses of information; 

  apply their ICT skills and knowledge to their learning in other areas; 

  use their ICT skills to develop their language and communication skills; 

  explore their attitudes towards ICT and its value to them and society in general. For example, to learn 

about issues of security, confidentiality and accuracy.  

 

 

The teaching style that we adopt is as active and practical as possible. While at times we do give children  

direct instruction on how to use hardware or software, the main emphasis of our teaching in ICT is for       

individuals or groups of children to use computers to help them in whatever they are trying to study. We also 

encourage the children to explore ways in which the use of ICT can improve their results, for example, how a 

piece of writing can be edited or how the presentation of a piece of work can be improved by moving text 

about etc. 

At All Saints’ Primary School we believe that the use of ICT can be incorporated into all areas of the  

curriculum. 

We recognise that all classes have children with widely differing ICT abilities. This is especially true when 

some children have access to ICT equipment at home, while others do not. We provide suitable learning   

opportunities for all children by matching the challenge of the task to the ability and experience of the child. 

We achieve this in a variety of ways, by: 

 

 setting common tasks which are open-ended and can have a variety of responses; 

 setting tasks of increasing difficulty (not all children complete all tasks); 

 grouping children by ability in the room and setting different tasks for each ability group; 

 providing resources of different complexity that are matched to the ability of the child; 

 using teaching assistants to support the work of individual children or groups of children. 

Introduction 

Teaching and Learning Style 
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The school uses the national scheme of work for ICT as the basis for its curriculum planning. We have 

adapted the national scheme to the local circumstances of the school and supplement it with materials from 

the Edison creative curriculum. 

The topics studied in ICT are planned to build upon prior learning. While we offer opportunities for children 

of all abilities to develop their skills and knowledge in each unit, we also build planned progression into the 

scheme of work, so that the children are increasingly challenged as they move up through the school and are 

able to use their knowledge in other aspects of school life.  

 

 

At All Saints’ Primary School we teach ICT to all children, whatever their ability. ICT forms part of our school 

curriculum policy to provide a broad and balanced education for all children. We provide learning                

opportunities that are matched to the needs of children with learning difficulties. In some instances the use 

of ICT has a considerable impact on the quality of work that children produce; it increases their confidence 

and motivation. When planning work in ICT, we take into account the targets in the children’s Individual    

Education Plans (IEPs).  

 

 

Teachers assess children’s work in ICT by making informal judgements as they observe them during lessons. 

Depending on the task the teacher may mark work and comment as necessary or discuss the pupils work as 

they are carrying out the task. Every term children are levelled using attainment target statements.  

 

 

 

Our school is well equipped to deliver the ICT curriculum. We have broadband access to a secure internet site 

and a high ratio of laptops to children to use in every room. Each teacher also has a laptop on which they can 

prepare lessons. Lessons can be projected onto special interactive CleverTouch boards. 

The school has a full time IT Technician to provide a Framework for IT Support.  

 

 

 

The monitoring of the standards of the children’s work and of the quality of teaching in ICT is the                  

responsibility of the ICT subject leader. The ICT subject leader is also responsible for supporting colleagues in 

the teaching of ICT, for keeping informed about current developments in the subject and for providing a   

strategic lead and direction for the subject in the school. The ICT subject leader throughout the year carries 

out the vital task of reviewing samples of the children’s work and visits classes to observe the teaching of ICT. 

 

ICT Curriculum Planning 

Teaching ICT to children with special needs 

Assessment and Recording 

Resources 

Monitoring and Review 
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Our Governing Body is responsible for monitoring the way the school curriculum is implemented.                 

This committee reviews each subject area in its three year cycle of review and development.  

Role of Governors 

Appendices 

Appendices  

  Appendix 1. Acceptable Use of ICT Policy 7 

  Appendix 2. Whole School E-Safety Policy 23 

  Appendix 3. Mobile Phone Policy 34 

  Appendix 4. GDPR School Privacy Notices 38 



 7 

 

 

 

ACCEPTABLE USE OF ICT POLICY - 2019 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

APPENDIX 1 

Policy Contents 

1. Introduction 

2. General Use 

3. Monitoring 

4. Security and Proprietary Information 

5. Copyright 

6. Computer Equipment Usage 

7. Visitor Access 

8. Unacceptable User Agreement 

9. School Asset Register 

10. Staff Acceptable User Agreement 

11. EYFS Student Acceptable User Agreement 

12. KS1 Student Acceptable User Agreement 

13. KS2 Student Acceptable User Agreement 

14. Letter Home To Parents 

Approved by: Governors Date:  17/09/2019 

Last reviewed on: 17/09/2019 

Next review due 
by: 

September 2021 



 8 

 

1. Introduction 

This policy outlines our purpose in providing ICT (Information and Communication Technology) facilities and 

equipment at All Saints’ CE (Aided) Primary School and explains how the school is seeking to avoid the       

potential problems that unrestricted access to ICT facilities could give rise to. 

The school recognises that Information and Communication Technology changes and develops rapidly, and 

that it would be difficult for any policy to cover all situations that may present themselves even in the next 

few months.  This policy should be used alongside other school policies.  It is expected that every member of 

All Saints School, which includes parents and carers, will act at all times in a responsible, safe and                

professional way, and will at all times take into account the effect of their actions on any other member of 

the school. 

 

2. General Use 

2.1 The primary use of the school computing systems are for teaching and learning. A degree of personal 

 use is permitted outside of core working hours or during lunch breaks. Users are personally responsible 

 for exercising good judgement regarding the reasonableness and extent of personal use on the 

 school computing system. Users should be guided by this policy to ensure they understand the          

 appropriate use of the system, and if there is any uncertainty, users should consult their IT Manager/

 Technician to gain clarification. 

3. Monitoring 

3.1 Monitoring of networks, systems, removable media, removable devices and data as well as online    

 services which may include personal use such as social media, webmail and personal backing is           

 undertaken for the purpose of confirming security, network and system performance and also staff  

 usage. 

3.2 The monitoring system we use it NetSupport DNA and it is also used to safeguard our system and to 

 provide remote support for staff. Containing 1000+ key phases the system  is constantly running to   

 ensure that anything being searched or typed that is not appropriate for work  is recorded either by a 

 text file or a screenshot. 

   3.2.1 Every member of staff that has access to an All Saints’ laptop is monitored under this system. 

 

4. Security and Proprietary Information 

4.1 Users may not acquire, disclose or otherwise process School data for personal use or gain. 

4.2 Any School data that the user may possess during their engagement with the School must be destroyed 

 at the end of the contract, employment or engagement with the School.  

4.3 Users must keep passwords secure and must not share logon accounts. Users are responsible for the 

 security of their own accounts and passwords. No system or application passwords should be disclosed 

 at any time to other users or support personal. Should the IT Manager/Technician require access to a 

 user account, they will reset the password with the user’s permission. Once complete, the password 

 will again be reset allowing the user to replace it with one of their choice. 
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4.4 All laptops and workstations will be secured with a password-protected screensaver with the              

 automatic activation feature set at 30 minutes. 

4.5 While powered on, users must not leave their workstation or laptop unattended without locking the 

 windows session to prevent unauthorised access. We suggest that you do this by either going to the 

 windows menu and locking the computer or by clicking the ‘Windows key + L’ on the keyboard. 

4.6 Users must use extreme caution when opening e-mail attachments received from unknown senders, as 

 they may contain viruses or other malicious code. 

4.7 Use and access to School systems and data stored is privileged, and must not be shared externally. 

5. Copyright 

5.1 Under the new General Data Protection Regulation (GDPR) Unauthorised copying of copyrighted      

 material including, but not limited to, digitisation and distribution of photographs from magazines,   

 logos or trade marks, books or other copyrighted sources, copyrighted music, video and the installation 

 of any copyrighted software for which the School or the end user does not have an active license is 

 strictly prohibited. 

5.2 All users, including delegates, staff and students are reminded that School delivered courses and 

 events are comprised of copyright materials and therefore should not be copied or distributed by any 

 means without written permission of the school. 

5.3 The school has a license which is provided by the Department for Education and allows the school to 

 show copyright material but not hold or copy it to our systems. 

 

6. Computer Equipment Usage 

6.1 Overview 

This section outlines the School policy relating to the use of computing equipment. The provision and use of 

school desktops, laptops or other computing devices is dependent on conformance with the  rules outlined in 

this document and the policies within the school in its entirety. 

6.2 Non-school equipment 

6.2.1 Non school equipment is define as equipment not owned and provided by the school, such as       

 equipment belonging personally to any individual or third party school. 

6.2.2 Non school desktops, laptops or any other peripheral device must not be connected to any school    

 network or device without receipt of written permission from the IT Manager. 

6.2.3 Connection of non school provided smart phones (of any manufacture or operating system) to a school 

 desktop or laptop for the purposes of transferring or synchronising data is prohibited. 

6.3 Use of remote access/VPN 

6.3.1 All staff users of the school have access to the All Saints’ VPN directly loaded onto their laptops. When 

signing the Acceptable Use of ICT Policy the users acknowledges that the VPN should only be used for work 

related use only.  

6.3.2 Should a user abuse the school VPN service, the school reserves the right to revoke future use of the 

service by that user. 
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6.3.4 The setup of any non school device to use the All Saints’ VPN service is strictly prohibited. 

6.3.5 Users must remain mindful that when using the service they have the ability to copy files and data 

from the remote device into the school systems, and therefore must ensure that any files copier are virus or 

malware free. And that they are not restricted by copyright or other restrictions. 

6.3.6 The school reserves the right to monitor and audit the user of this service to ensure that data is being 

held and processed securely and appropriately. The school also monitors the service to ensure that every-

thing being done is appropriate to the school and complies with the schools E-Safety Policy. 

 

7. Visitor Access 

7.1 Visitors to school premises are not permitted to connect any IT equipment to the school corporate 

 network - this includes wired or wireless. 

7.2 Should a visitor require internet access this should be notified to the IT Manager prior to their visit so 

 that appropriate steps can be put in place to accommodate for this.  

7.3 Any visitor who is leading a presentation should either email the document in to the main Office or 

 notify the school that they are bringing a USB stick in so that this can be check prior to use in the      

 system. 

7.4 All visitors must also comply with the Mobile Phone Policy and all mobile phones should be turned off 

 and not brought out whilst in and around the school site.  

 

8. Unacceptable User Agreement 

8.1 Use of the school’s computing facilities are subject to the user’s acceptance of this policy. 

 Misuse of these facilities will be considered a breach of School Policy and may result in disciplinary  

 action or summary dismissal. 

8.2 School IT systems must not be used to download, disseminate, send, receive, store, distribute,      

 transmit, post, upload or display material that could be considered to be or contain material that is 

 inappropriate. Any action in doing so will lead to disciplinary or legal action being taken by the school 

 and may also constitute a criminal offence. 

8.3 Inappropriate material includes, but is not limited to: 

- Child Abuse   - Bestiality   - Gambling Sites 

- Pornography   - Sexism 

- Racism    - Violence 

- Defamation   - Rape 

- Torture    - Other illegal, immoral or indecent material 

8.4 Should a user receive any suspect material, regardless of source, or become aware of any location of 

 such material, the incident must be reported immediately to the IT Manager. If a user has been  

 inadvertently exposed to prohibited material in any way, they should contact the school HR   

 department who will be able to provide additional support and advice. 
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8.5 Users are personally responsible for exercising good judgement regarding the reasonableness and   

 extent of personal use of School IT facilities. Users should be guided by the policies detailed within this 

 document to ensure their use is appropriate, and if there is any uncertainty, users should consult their 

 manager, instructor or the IT Manager to gain clarification.  

8.6 School IT services are provided for school business use and must not be used for personal financial 

 gain. 

8.7 Staff may not use the services for, or in connection with, any third party business interest. 

8.8 Any misuse of IT computing systems involving criminal activities may result in summary dismissal and/

 or the user being reported to the relevant authorities. 

8.9 Where any delegate or student is found to have breached any policy rile within this document, the    

 incident will be report to their manager. 

8.10 Please be aware that all unacceptable use of any school ICT equipment will also appear on the          

 NetSupport monitoring system. For further information on the monitoring software please see point 3. 

8.11 Any apps that wish to be used on staff or student iPads must been requested through the IT manager. 

 The school is required to ensure that everything that staff or students have access to are relevant and 

 appropriate for the designated age groups. Should you have any questions regarding this please speak 

 with the IT manager. 

 

9. School Asset Register 

9.1 All ICT equipment that has been purchased by the school will appear on the schools Asset Register.  

9.2 Every item is tagged with an All Saints’ Asset Tag and has been inputted into the register. The register 

 holds all of the information regarding the use, location, member assigned, cost, replacement cost,   

 purchase date, warranty information, serial numbers, supplier, update/check information and general 

 notes. All of this is held on the asset register until it has reached end of life and the product is removed 

 from use. 

9.4 Any items that are removed from the asset register have to be authorised via the Resource              

 Management Committee. Items will only be removed should the be unusable or not safe. 
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10. Staff Acceptable User Agreement 

ICT (including data) and the related technologies such as e-mail, the internet and mobile devices are an     

expected part of our daily working life and personal use.  This agreement is designed to ensure that all staff 

are aware of their professional responsibilities when using any form of ICT in school or at home.  All staff are 

expected to sign this policy and adhere at all times to its contents. 

I understand that I must use the School ICT systems and equipment in a responsible way, to minimise the risk 

to my safety, to the safety and security of the ICT systems, other users and to comply with securing data   

under the School’s Data Protection policy. 

 

For my professional and personal safety: 

 I understand that if I setup my work email on my own personal device i.e. mobile phone, iPad/laptop 

I must use a secure access code that auto locks after 30 secs and does not display messages on the 

locked screen to protect the data to comply with data protection legislation. 

 I understand that all my use of the Internet and other related technologies can be monitored and 

logged and can be made available, on request, to my Line Manager or Head teacher; 

 I understand that this agreement also applies to the use of School ICT systems out of school              

(e.g. laptops, emails); 

 I understand the school ICT systems are intended for work use only and will only use the school’s 

email / Internet / Intranet / Learning Platform and any related technologies for professional purposes 

or for uses deemed ‘reasonable’ by the Head. 

 I will keep my usernames and passwords private and not disclose any passwords provided to me by the 

school or other related authorities. 

 I will not use anyone’s else username and password without the explicit permission of either the 

Headteacher. 

 I will ensure that my online activity, both in school and outside school, will not bring my professional 

role into disrepute. This includes any private social networking sites / blogs etc. that I create or actively 

contribute to; 

 I will ensure I regularly update any account of social networking sites / blogs etc. that I create or        

actively contribute to be set at the maximum settings. If needed, I will seek advice from the school’s ICT 

team should I require support. 

 I will not use chat or social networking sites nor will I access my personal emails whilst on the school 

premises. 

 I understand that data protection policy requires that any information seen by me with regard to staff 

or pupil information, held within the school’s information management system, will be kept private 

and confidential, EXCEPT when it is deemed necessary that I am required by law to disclose such     in-

formation to an appropriate authority;  

 I will report any accidental access to, or receipt of inappropriate materials, or filtering breach to the 

appropriate line manager / school named contact or use the Whistle Blowing Policy. 
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 I will support and promote the school’s e-Safety and Data Security policies and help pupils to be safe 

and responsible in their use of ICT and related technologies. 

 Accept responsibility for any hardware such as laptops and iPads provided for me by the school. I will 

ensure that the school hardware is only used to support my professional responsibilities and that I will 

notify the school of any “significant personal use” as defined by HM Revenue & Customs. 

 I will only use the approved, secure e-mail system for any school business; 

 I will ensure that I do not use USB sticks or other external memory saving devices that put me at risk of 

losing sensitive information.  Instead I will use the schools secure cloud based system and online portal 

to gain remote access to the network; 

 I will not install any hardware of software without permission of Head. 

 I will not browse, download, upload or distribute any material that could be considered offensive, ille-

gal or discriminatory.  

 (do we need something about transferring sensitive date i.e. should be password protected) 

Professional communication and actions when using School ICT systems: 

 I will communicate with others in a professional manner;  

  will ensure when emailing information of a sensitive nature regarding the name of either a pupil or a 

member of staff I will use initials only within the context of that communication 

 I will ensure that all electronic communications with pupils, parents and staff are compatible with my 

professional role; 

 I will not give out my own personal details, such as mobile phone number, personal blog/ e-mail ad-

dress and social networking identities to pupils; or parents whose children attend the School. (this in-

cludes former pupils and parents). 

 I will not have pupils, or parents whose children attend the School (this includes former pupils and par-

ents) as friends on my social networking site. 

 Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with 

school policy and with written consent of the parent, carer or individual involved.   Images of pupils 

must not be taken by personal digital cameras or camera phones. Images will not be distributed out-

side the school network without the permission of the parent/ carer, member of staff or Head teacher. 

 I will not open any attachments to emails, unless the source is known and trusted, due to the risk of 

the attachment containing any viruses or other harmful programmes. 

 I will ensure that I report any breach of data to the appropriate person within the School.   

 

I have read and understood the Acceptable Use of ICT Policy, and I agree to abide by the Rules for Acceptable 

Use of ICT given above.  

Signature:…………………………………………………………….   Date……………………………………...    

Full Name:………………………………………………………………………………………………….. (Printed) 

Job title:.…………………………………………………………………………………………………………………...  
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11. EYFS Student Acceptable User Agreement 

 

 

 

 

 

 

 

 

Dos and Don’ts of ICT 

Do: 

 Only go on things that the teacher has told me to go on 

 Hold the school iPads with two hands or put them down on the table 

 Make sure I don’t have any water or drinks bottles near the ICT equipment 

 If you see something that doesn't look right, turn your iPad over/close the lid of the 

laptop, put your hand up and tell a teacher 

 Always listen to the teachers instruction before using the equipment 

 

Don’ts: 

 Don’t run whilst holding any ICT equipment 

 Don’t go on anything that you haven't been told to 

 Don’t mess around whilst the equipment whilst the teacher is talking 

 Don’t take any photos or videos on the iPads unless told to by the teacher 

 

Please note that internet and email use may be subject to monitoring.  

 

Useful websites:  

CEOP is a part of the UK police force dedicated to the prevention of child sexual abuse. There is an      ex-

cellent educational programme, as well as advice and videos for all ages on their website.  

www.ceop.gov.uk  

 

http://www.ceop.gov.uk
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IWF (Internet Watch Foundation) provides the UK hotline to report criminal online content.  

www.iwf.org.uk  

 

Think U Know provides useful information for children of all ages and parents too.  

www.thinkuknow.co.uk  

 

Kidsmart is an award-winning internet safety programme for children. www.kidsmart.org.uk  

 

Bullying Uk provides information and advice about bullying for children, parents and schools.  

www.bullying.co.uk  

 

 

NSPCC online safety section provide tips on how to keep children safe online.  

www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety  

 

The Digizen website provides information for educators, parents, carers, and young people. It is used to 

strengthen their awareness and understanding of what digital citizenship is and encourages users of 

technology to be and become responsible digital citizens. www.digizen.org  

 

Parents will be requested to sign a declaration to confirm that they have read this policy and explained it 

to their child/children, and also to confirm they have made their child/children aware that use of internet 

and email in school may be monitored. (See appendix attached)  

 

Acceptable Use Policy (EYFS Pupils) 2018-19 

I have read the above Acceptable Use Policy and explained it to my child/children. I have also made my 

child/children aware that the use of internet and email in school may be monitored.  

 

Signed:……………………………………………………….… Date:…………………………  

 

Printed:……………………………………………………………………………………………  

 

Parent/Carer of:………………………………………………………  

 

Class:…………………. 

http://www.iwf.org.uk
http://www.thinkuknow.co.uk
http://www.kidsmart.org.uk
http://www.bullying.co.uk
http://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety
http://www.digizen.org
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12. KS1 Student Acceptable User Agreement 

The use of ICT within schools has enormous benefits to education, however there are reasons why the 

school and the local authority must put some restrictions in place, such as: ICT equipment is very expensive 

to buy and maintain; the school and the local authority have a duty of care to ensure that you are safe and 

that you are not exposed to illegal or unsuitable content. It is hoped that these restrictions do not interfere 

with your education, but if you feel otherwise you are encouraged to talk to a member of staff to discuss 

any issues.  

 

Please note that internet and email use may be subject to monitoring.  

 

This is how we stay safe when we use computers:  

 I will ask a teacher or suitable adult if I want to use the computers / tablets. 

 I will only use activities that a teacher or suitable adult has told or allowed me to use. 

 I will take care of the computer and other equipment. 

 I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have done 

something wrong. 

 I will tell a teacher or suitable adult if I see something that upsets me on the screen. 

 I know that if I make the wrong choices, I might not be allowed to use a computer / tablet. 

 

Don’t forget, it is never too late to tell someone if something or someone makes you feel                     

uncomfortable.  

 

Useful websites:  

CEOP is a part of the UK police force dedicated to the prevention of child sexual abuse. There is an      

excellent educational programme, as well as advice and videos for all ages on their website.  

www.ceop.gov.uk  

 

IWF (Internet Watch Foundation) provides the UK hotline to report criminal online content.  

www.iwf.org.uk  

 

Think U Know provides useful information for children of all ages and parents too.  

www.thinkuknow.co.uk  

 

Kidsmart is an award-winning internet safety programme for children. www.kidsmart.org.uk  

 

http://www.ceop.gov.uk
http://www.iwf.org.uk
http://www.thinkuknow.co.uk
http://www.kidsmart.org.uk
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Bullying Uk provides information and advice about bullying for children, parents and schools.  

www.bullying.co.uk  

 

 

NSPCC online safety section provide tips on how to keep children safe online.  

www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety  

 

The Digizen website provides information for educators, parents, carers, and young people. It is used to 

strengthen their awareness and understanding of what digital citizenship is and encourages users of 

technology to be and become responsible digital citizens. www.digizen.org  

 

Parents will be requested to sign a declaration to confirm that they have read this policy and explained it 

to their child/children, and also to confirm they have made their child/children aware that use of internet 

and email in school may be monitored. (See appendix attached)  

 

 

Acceptable Use Policy (Key Stage 1 Pupils) 2018-19 

 

I have read the above Acceptable Use Policy and explained it to my child/children. I have also made my 

child/children aware that the use of internet and email in school may be monitored.  

 

 

Signed:……………………………………………………….… Date:…………………………  

 

Printed:……………………………………………………………………………………………  

 

Parent/Carer of:………………………………………………………  

 

Class:…………………. 

http://www.bullying.co.uk
http://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety
http://www.digizen.org
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13. KS2 Student Acceptable User Agreement 

The use of ICT within schools has enormous benefits to education, however there are reasons why the school 

and the local authority must put some restrictions in place, such as: ICT equipment is very expensive to buy 

and maintain; the school and the local authority have a duty of care to ensure that you are safe and that you 

are not exposed to illegal or unsuitable content. It is hoped that these restrictions do not interfere with your 

education, but if you feel otherwise you are encouraged to talk to a member of staff to discuss any issues.  

 

Please note that internet and email use may be subject to monitoring.  

 

Use of the Internet - the internet is provided to help you with learning activities such as research, online  ac-

tivities, online educational games and many other things. The internet is not to be used to access anything 

which is illegal, or anything that someone else may find offensive. If you are unsure, or if you come across 

anything you feel is unsuitable, you should turn your computer monitor off and let your teacher/teaching 

assistant know. Never try to bypass the security, these are all monitored.  

 

User Areas - your user area is provided for you to save school work. It is not to be used to save music or  oth-

er files that you have brought in from home.  

 

Social Networking – the use of such sites will not be allowed in our school. If access is allowed to social    net-

working (for example Bebo, Facebook, Flickr) at home you should never upload pictures or videos of   others 

without their permission. You should also be aware of any age restrictions relating to such sites (many social 

networking sites have a minimum age of 13 years). It is not advisable to upload pictures or    videos of your-

self - videos and pictures can easily be copied, changed and used against you without you knowing. You 

should never make negative or bad remarks about the school or anyone within the school.  Always keep your 

personal information private to invited friends only and never post personal information such as your full 

name, date of birth, address, school, phone number etc. Consider using a nickname and  only inviting people 

you know. Universities and future employers have been known to search social          networking sites.  

 

Beware of fake profiles and people pretending to be somebody else. If something doesn’t feel right, follow 

your instincts and report it to an appropriate adult.  

 

Some social networking sites have a chat facility. You should never chat to anyone that you don’t know or 

don’t recognise. It is recommended that you never meet a stranger after meeting them online. If you do,  al-

ways inform your parents and take one of them with you.  

 

Security - you should never try to bypass any of the security in place. This security is in place to protect you 

from illegal sites, and to stop others from hacking into other people’s accounts. Security on the school     

computers is monitored.  
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Copyright - you should never take information from the internet and use it as your own. A lot of information 

is copyright, which means that it is owned by somebody else and it is illegal to use this information without 

permission from the owner. If you are unsure, ask your teacher.  

 

Etiquette - Always be polite and don’t swear. Consider what you are saying, and how it might be read by 

somebody else. Without emotions it is difficult to show emotions in things like emails and blogs, and some 

things you write may be read incorrectly.  

 

Mobile Phones - Most modern mobile phones offer the same services as a computer, i.e. Facebook, 

YouTube, email access etc. This can be a great way of keeping in touch with your friends and family. But, in 

the same way that some internet services can be used inappropriately, the same is true with mobile phones. 

Mobile Phones are not allowed in our school unless under very special circumstances, and only with the   

permission of the Head Teacher. Never take inappropriate pictures of yourself and send to your friends or 

upload onto social networking sites. Never forward inappropriate pictures that you have received from 

somebody else. In some circumstances this can be an illegal act. 

 

Useful websites:  

 

CEOP is a part of the UK police force dedicated to the prevention of child sexual abuse. There is an excellent 

educational programme, as well as advice and videos for all ages on their website.  

www.ceop.gov.uk  

 

IWF (Internet Watch Foundation) provides the UK hotline to report criminal online content.  

www.iwf.org.uk  

 

Think U Know provides useful information for children of all ages and parents too.  

www.thinkuknow.co.uk  

 

Kidsmart is an award-winning internet safety programme for children. www.kidsmart.org.uk  

 

Bullying UK provides information and advice about bullying for children, parents and schools.  

www.bullying.co.uk  

 

NSPCC online safety section provide tips on how to keep children safe online.  

www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety  

 

http://www.ceop.gov.uk
http://www.iwf.org.uk
http://www.thinkuknow.co.uk
http://www.kidsmart.org.uk
http://www.bullying.co.uk
http://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety
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The Digizen website provides information for educators, parents, carers, and young people. It is used to 

strengthen their awareness and understanding of what digital citizenship is and encourages users of        

technology to be and become responsible digital citizens.  

www.digizen.org  

 

E Safety (do’s and don’ts)  

Some simple do’s and don’ts for everybody (courtesy of CEOP): # 

 

 Never give out personal details to online friends that you don’t know offline. Understand what         in-

formation is personal: i.e. email address, mobile number, school name, sports club, meeting up     ar-

rangements, pictures or videos of yourself, friends or family. Small pieces of information can easily be 

pieced together to form a broad insight into your personal life and daily activities.  

 

 Think carefully about the information and pictures you post on your profiles. Once published online, 

anyone can change or share these images.  

 

 It can be easy to forget that the internet is not a private space, and as result sometimes people engage 

in risky behaviour online. Don’t post any pictures, videos or information on your profiles, or in chat 

rooms, that you would not want a parent or carer to see.  

 

 If you receive spam or junk emails and texts, never believe the content, reply to them or use them. 

Don’t open files that are from people you don't know. You won't know what they contain—it could be 

a virus, or worse - an inappropriate image or film.  

 

 Understand that some people lie online and that it's better to keep online ‘mates’ online. Never meet 

up with any strangers without an adult that you trust.  

 

Don’t forget, it is never too late to tell someone if something or someone makes you feel uncomfortable. 

 

Parents will be requested to sign a declaration to confirm that they have read this policy and explained it to 

their child/children, and also to confirm they have made their child/children aware that use of internet and 

email in school may be monitored. (See appendix attached)  

 

 

 

 

 

http://www.digizen.org
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Acceptable Use Policy (Key Stage 2 Pupils) 2018-19 

 

I have read the above Acceptable Use Policy and explained it to my child/children. I have also made my 

child/children aware that the use of internet and email in school may be monitored.  

 

 

Signed:……………………………………………………….… Date:…………………………  

 

Printed:……………………………………………………………………………………………  

 

Parent/Carer of:………………………………………………………  

 

Class:…………………. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

14. Letter Home To Parents 
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Dear Parents/Carers, 

 

Acceptable Use of ICT 

Our school is equipped with computers, which allow children to have supervised access to educational soft-

ware, to school email and to the internet.  In addition, the school has other equipment, such as scanners, 

digital cameras, camcorders and digital projectors, which can be linked to computers.  These allow teachers 

to record pupils’ work, for example in drama, dance and art, and allow pupils to create and show their own 

presentations and films.  Together, this equipment is called ICT (Information and Communication Technolo-

gy) equipment. 

 

The school is aware that there have been widely publicised concerns about pupils having access to undesira-

ble materials when they use the internet. We believe that the educational advantages of enabling the chil-

dren supervised access to the internet greatly outweigh the likely problems if appropriate safeguards are put 

in place. We have purchased our internet access from Updata, an educational supplier that operates a filter-

ing system to block access to inappropriate materials. Our computer screens are in public view and, as stated 

above, internet access will be supervised.   

 

The school has prepared a detailed policy covering acceptable use of ICT in school; this is intended to help us 

make the most of the opportunities that ICT offers whilst minimising the possible risks. It includes a set of 

Rules for Responsible ICT Use that we will be teaching the children and I attach a copy of these. I have a num-

ber of leaflets from national bodies that explain the issues further and some of these also cover internet use 

by children at home. 

 

We regret that, because it is not possible to be certain of the originator of an email message, the school is 

unable to accept an email as parental authorisation of a pupil absence. 

 

Should you wish to read our school Acceptable Use of ICT Policy or to discuss any aspect of internet use 

please telephone me to arrange an appointment.  A copy of the policy is available on the school website at 

www.allsaints.peterborough.sch.uk 

 

 

Yours sincerely, 

 

 

Mrs R Hutchinson 

Headteacher 
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1. Introduction 

All Saints’ Primary School is committed to e-safety and fully acknowledges its part in the Safeguarding and 

Behaviour and Anti-bullying Policies and procedures of our school.  It is expected that every member of All 

Saints’ Primary School, which includes parents and carers, will act at all times in a responsible, safe and     

professional way. 

We believe there are great benefits and opportunities given by the internet. With new technologies fast    

becoming integral to children’s lives today, both within school and out in the community, it is imperative that 

the school embraces their use. 

This guidance identifies the risks and the steps we take to avoid them, showing that All Saints’ CE Primary 

School is committed to promoting a safe and responsible attitude. We aim to minimise the risk while         

continuing to benefit from the education opportunities the new technologies present. 

 

2. Aims and Objectives (Updated and review these before final) 

e-Safety encompasses the use of new technologies, Internet and electronic communications such as mobile 

phones, collaboration tools and personal publishing. It highlights the need to educate pupils about the      

benefits and risks of using technology and provides safeguards and awareness for users to enable them to 

control their online experience.  

The e-Safety Policy has been written by the school’s ICT Co-ordinator. It will be reviewed at least annually, 

with changes made immediately if technological or other developments so require.  

The school’s e-Safety policy will operate in conjunction with other policies including those for Behaviour,   

Anti-Bullying, Curriculum and Safeguarding.  

Many of these aims apply equally to the ‘virtual world’ that children and young people will encounter    

whenever they use ICT in its various forms. For example, we know that the Internet has been used for 

grooming children and young people with the ultimate aim of exploiting them sexually; we know that ICT can 

offer new weapons for bullies, who may torment their victims via websites, pictures online or text messages; 

and we know that children and young people have been exposed to inappropriate content when online, 

which can sometimes lead to their involvement in crime and anti-social behaviour. It is the duty of the school 

to ensure that every child in our care is safe, and the same principles should apply to the ‘virtual’ or digital 

world as would be applied to the school’s physical buildings.  
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3. E-Safety Co-Ordinator 

The E-safety co-ordinator is responsible for the awareness and commitment for e-safety throughout the 

school maintaining e-safety guidance, Acceptable use policies and any other relevant documentation, re-

viewing when appropriate and making relevant changes. 

 

Your E-Safety Co-ordinator’s are   Mrs R Hutchinson (Head), Mrs A Forster (Assistant Head),                             

Mr J Smithson (IT Manager) 

 

4. Roles and Responsibilities 

E-Safety is recognised as an essential aspect of strategic leadership in our school and the Headteacher, with 

the support of governors, aims to embed safe practices into the culture of the school. Our school’s e-Safety 

Coordinator is the Deputy Headteacher who will report to the Headteacher before taking any action.  

Our e-Safety Coordinator ensures they keep up to date with e-Safety issues and guidance through liaison 

with the Safeguarding Officer from the local governing body and through organisations such as The Child   

Exploitation and Online Protection (CEOP) organisation. The school’s e-Safety Coordinator ensures that the 

Headteacher, senior management team and governors are updated as necessary.  

Governors need to have an overall understanding of e-Safety issues and strategies to minimise risks. We   

ensure our governors are aware of our local and national guidance on e-Safety and are updated at least    

annually on policy developments.  

All teachers are responsible for promoting and supporting safe behaviours in their classrooms and following 

school e-Safety procedures. Central to this is fostering a ‘No Blame’ culture so pupils feel able to report any 

bullying, abuse or inappropriate materials.  
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The following table details each group’s various roles and responsibilities:  

 

Role Key Responsibilities  

Headteacher/Deputy Head Teachers  

 To take overall responsibility for e-Safety provision  

 To take overall responsibility for data and data security  

 To ensure the school uses an approved, filtered Internet service, which 

complies with current statutory requirements  

 To be responsible for ensuring that staff receive suitable training to 

carry out their e-Safety roles and to train other colleagues, as relevant  

 To be aware of procedures to be followed in the event of a serious        

E-Safety incident.  

 To receive regular monitoring reports from the E-Safety Co-ordinator  

 To ensure that there is a system in place to monitor and support staff 

who carry out internal e-Safety procedures ( e.g. IT technician)  

ICT Co-ordinator/E-Safety Co-ordinator  

 Takes day to day responsibility for e-safety issues and has a leading role 

in establishing and reviewing the school e-Safety policies / documents 

 Promotes an awareness and commitment to e-safeguarding       

throughout the school community  

 Ensures that e-Safety education is embedded across the curriculum  

 Liaises with school ICT technical staff  

 To ensure that all staff are aware of the procedures that need to be 

followed in the event of an e-Safety incident  

 To ensure that an e-Safety incident log is kept up to date  

 Facilitates training and advice for all staff  

 Is regularly updated in e-Safety issues and legislation, and aware of the 

potential for serious child protection issues to arise from:  

 Sharing of personal data  

 Access to illegal / inappropriate materials  

 Inappropriate on-line contact with adults / strangers  

 Potential or actual incidents of grooming  

 Cyber-bullying and use of social media  

 To oversee the delivery of the e-Safety element of the           

Computing curriculum  

Governors  

 To ensure that the school follows all current e-Safety advice to keep the 

children and staff safe  

 To approve the e-Safety Policy and review the effectiveness of the   

policy.  

 To support the school in encouraging parents and the wider community 

to become engaged in e-Safety activities  
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Network Manager/IT Technician   To report any e-Safety related issues that arises, to the e-Safety coordinator  

 To ensure that users may only access the school’s networks through an        

authorised and properly enforced password protection policy, in which      

passwords are regularly changed  

 To ensure that provision exists for misuse detection and malicious attack e.g. 

keeping virus protection up to date)  

 To ensure the security of the school ICT system  

 To ensure that access controls / encryption exist to protect personal and      

sensitive information held on school-owned devices  

 The school’s policy on web filtering is applied and updated on a regular basis  

 That he / she keeps up to date with the school’s E-Safety policy and technical 

information in order to effectively carry out their e-Safety role and to inform 

and update others as relevant  

 That the use of the network remote access / email is regularly monitored in 

order that any misuse / attempted misuse can be reported to the e-Safety      

Co-ordinator / Headteacher for investigation / action / sanction  

 To ensure appropriate backup procedures exist so that critical information and 

systems can be recovered in the event of a disaster  

 To keep up-to-date documentation of the school’s e-security and technical 

procedures  

Teachers   To embed e-Safety issues in all aspects of the curriculum and other school   

activities  

 To supervise and guide pupils carefully when engaged in learning activities 

involving online technology (including, extra-curricular and extended school 

activities if relevant)  

 To ensure that pupils are fully aware of research skills and are fully aware of 

legal issues relating to electronic content such as copyright laws  

All Staff   To read, understand and help promote the school’s e-Safety policies and   

guidance  

 To read, understand, sign and adhere to the school staff Acceptable Use   

Agreement / Policy  

 To be aware of e-Safety issues related to the use of mobile phones, cameras 

and hand held devices and that they monitor their use and implement current 

school policies with regard to these devices  

 To report any suspected misuse or problem to the e-Safety coordinator 

 To maintain an awareness of current e-Safety issues and guidance e.g. through 

CPD  

 To model safe, responsible and professional behaviours in their own use of 

technology  

 To ensure that any digital communications with pupils should be on a            

professional level and only through school based systems, never through     

personal mechanisms, e.g. email, text, mobile phones etc.  
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Pupils 

 Have a good understanding of research skills and the need to avoid 

plagiarism and uphold copyright regulations  

 To understand the importance of reporting abuse, misuse or access to 

inappropriate materials  

 To know what action to take if they or someone they know feels     

worried or vulnerable when using online technology.  

 To know and understand school policy on the use of mobile phones, 

digital cameras and hand held devices.  

 To know and understand school policy on the taking / use of images 

and on cyber-bullying.  

 To understand the importance of adopting good e-safety practice 

when using digital technologies out of school and realise that the 

school’s e-Safety Policy covers their actions out of school, if related to 

their membership of the school  

 To take responsibility for learning about the benefits and risks of using 

the Internet and other technologies safely both in school and at home  

 To help the school in the creation/ review of e-Safety policies and   

children’s Acceptable Use Agreement  

Parents / Carers 

 To support the school in promoting e-Safety and endorse the Parents’ 

Acceptable Use Agreement which includes the pupils’ use of the      

Internet and the school’s use of photographic images  

 To read, understand and promote the school Pupil Acceptable Use 

Agreement with their children  

 To access the school website in accordance with the relevant school 

Acceptable Use Agreement.  

 To consult with the school if they have any concerns about their      

children’s use of technology  

External Groups  
Any external individual / organisation will sign an Acceptable Use Policy prior 

to using any equipment or the Internet within school  
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5. The Current Technologies 

ICT in the 21st Century has an all-encompassing role within the lives of children and adults. New technologies 

are enhancing communication and the sharing of information. Current and emerging technologies used in 

school and, more importantly in many cases, used outside of school by children include: (examples in brack-

ets)  

 The Internet  

 E-mail (Office 365, Gmail, BBM Messenger etc) 

 Instant messaging often using simple webcams (FaceTime, Skype, Snapchat)  

 Blogs (an on-line interactive diary)  

 Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)  

 Social networking sites (Twitter, Facebook, Instagram, Snapchat, Club Penguin etc)  

 Video broadcasting sites (Youtube, blogs etc)  

 Chat rooms (teenchat)  

 Gaming sites (Xbox/Playstation online gaming, Neopets)  

 Music download sites Mobile phones with camera and video functionality  

 Mobile technology (e.g. games consoles or Applications on a device) that are ‘Internet ready’  

 Smart phones with e-mail, web functionality and cut-down ‘Office’ applications  

 

6. Managing E-Safety Risks 

Internet Access 

6.1 The Internet is an essential element of education, business and social interaction. The school has a duty 

 to provide pupils with quality Internet access as part of their learning experience.  

6.2 Internet use is a part of our curriculum and a necessary tool for staff and pupils. 

6.3 The school Internet access will be designed expressly for pupil use and will use appropriate filtering  

 system. 

6.4 Pupils will be taught what internet use is acceptable and what is not and given clear objectives for        

 internet use. Pupils will not use the internet without having permission from a member of staff. 

6.5 Pupils will have controlled access to social networking sites while in the academy and will also be      

 educated about using such sites safely in their own time. 

6.6 Pupils will be advised never to give out personal details of any kind, which may identify them, their 

 friends or their location. 

6.7 Pupils are forbidden from downloading games or other programs from the internet. 

6.8 The ICT Technician will carry out downloading programs from the internet. 

6.9 Public chat-rooms and instant messaging are not allowed and are blocked using the Internet filter. 

6.10 Access to peer-to-peer networks is forbidden in the school (uTorrent etc.) 
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6.11 Pupils will be educated in ‘Information Literacy’ and taught how to evaluate the internet content that 

 they have located. Pupils will be taught the importance of crosschecking information before accepting 

 its accuracy. 

6.12 The school will ensure that the use of internet derived materials by staff and pupils complies with    

 copyright laws. Pupils will be taught to reference materials they have found from other sources so as 

 not to infringe copyright or intellectual property of others. 

6.13 Pupils will be taught how to report unpleasant internet content. 

 

Published Content and the Academy Website 

6.14 Staff or pupils’ personal contact information will not be published. The contact details given online 

 should be the school office. Specific staff information may be published but this will be passed 

 through the Headteacher to verify. 

6.15 The Headteacher will take overall editorial responsibility and ensure that content is accurate and     

 appropriate. 

6.16 Permission from parents or carers will be obtained before photographs of pupils are published on the 

 school website. Pupil’s full names will not be used anywhere on the website or Blog, particularly in             

 association with photographs. 

6.17 Work can only be published with the permission of the pupil and parents. 

6.18 Pupil image file names will not refer to pupil by name. 

6.19 Pupil image files should be securely stored on the school network. 

Video Conferencing and Webcam Use 

6.20 When available, video conferencing and webcam use will be appropriately supervised. 

6.21 Only use school approved conferencing software. 

6.22 Pupils will be taught the dangers of using webcams outside of the school. 

 

Portable Devices 

6.23 Mobile phones are not to be used in the school; for children who walk home alone then they are to 

be left at the school office at the beginning of each day. The sending of abusive of inappropriate text mes-

sages is forbidden. 

6.24 Staff should not use their personal mobile phones to contact pupils or capture photographs of children. 

Alternative equipment will be provided by the school. 

6.25 Pupils are taught how to protect themselves from being victims of theft and how to report such an 

event to the correct authority. 

Other Devices 

6.26 New technologies will be examined for educational benefit and a risk assessment will be carried out 

before use in the school is allowed. 
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6.27 Games machines including the Sony PlayStation, Microsoft Xbox and others have Internet access, 

 which may not include filtering. These may not be used in the school. The school’s E-Safety strand   

 within the computing curriculum ensures that every pupil is educated about safe and responsible use. 

 Pupils are taught how to control and minimise online risks and how to report a problem through a 

 range of activities that are flexible, relevant and engage pupils’ interest. 

 

7. Strategies to minimise the risks 

Key Stage One includes the children being able to: 

 recognise common uses of information technology beyond school  

 use technology safely and respectfully, keeping personal information private; identify where to go for 

help and support when they have concerns about content or contact on the Internet or other online 

technologies  

 understand what to do if they suffer from online peer-to-peer abuse through the use of the Internet  

Key Stage Two includes the children being able to:  

 understand computer networks including the Internet; how they can provide multiple services, such as 

the world wide web; and the opportunities they offer for communication and collaboration  

 use search technologies effectively, appreciate how results are selected and ranked, and be discerning 

in evaluating digital content  

 use technology safely, respectfully and responsibly; recognise acceptable/unacceptable behaviour; 

identify a range of ways to report concerns about content and contact. 

 

8. How will complaints regarding E-Safety be handled? 

The school will take all reasonable precautions to ensure e-Safety. However, owing to the nature of Internet 

content, the availability of mobile technologies and speed of change, it is not possible to guarantee that    

unsuitable material will never appear on a school computer or mobile device. The school can not accept    

liability for material accessed, or any consequences of Internet access.  

Staff and pupils are given information about infringements and possible sanctions.  

 Interview / Head of Year / e-Safety Coordinator / Headteacher;  

 Informing parents or carers;  

 Removal of Internet or computer access for a period  

 Referral to the Police.  

Our e-Safety Coordinator acts as first point of contact for any complaint. Any complaint about staff misuse is 

referred to the Headteacher. Complaints of cyber bullying are dealt with in accordance with our Anti-Bullying 

Policy.  

Complaints related to child protection are dealt with in accordance with school child protection procedures.  
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9. How will the policy be discussed with staff? 

It is important that all staff feel confident to use new technologies in teaching. Staff should be given           

opportunities to discuss the issues and develop appropriate teaching strategies.  

Staff must understand that the rules for information systems misuse. If a member of staff is concerned about 

any aspect of their ICT use in school, they should discuss this with their head of year or the e-Safety              

Co-ordinator to avoid any possible misunderstanding.  

ICT use is widespread and all staff including administration, governors and support staff should be included in 

appropriate awareness raising and training. Induction of new staff should include a discussion of the school’s 

E-Safety Policy.  

 

10. How will parents’ support be enlisted? 

Internet use in pupils’ homes is increasing rapidly. Unless parents are aware of the dangers, pupils may have unrestricted access to 

the Internet. The school may be able to help parents plan appropriate supervised use of the Internet at home. 

 Internet issues will be handled sensitively and parents will be advised accordingly via e-Safety meetings, leaflets and rele-

vant information on the school website.  

 A partnership approach with parents will be encouraged. This could include parent evenings with demonstrations and sug-

gestions for safe home Internet use.  

 Advice on filtering systems and educational and leisure activities that include responsible use of the Internet will be made 

available to parents.  
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11. E-Safety Terminology 

Acceptable Use Policy: A policy that a user must agree to abide by in order to gain access to a network or the 

Internet. In the schools context, it may also cover how other communications services, such as mobile 

phones and camera phones, can be used on the school premises.  

Avatar: A graphic identity selected by a user to represent him/herself to the other parties in a chat-room or 

when using instant messaging.  

Chat-Room: An area on the Internet or other computer network where users can communicate in real time, 

often about a specific topic.  

Filtering: A method used to prevent or block users' access to unsuitable material on the Internet.  

Information Literacy: The ability to locate pertinent information, evaluate its reliability, analyse and synthe-

sise it to construct personal meaning and apply it to informed decision making.  

Instant Messaging (IM): A type of communications service that enables you to create a kind of private chat 

room with another individual in order to communicate in real time over the Internet, analogous to a tele-

phone conversation but using text-based, not voice-based, communication.  

Peer-To-Peer (P2P): A peer-to-peer network allows other users to directly access files and folders on each 

other’s computer. File sharing networks such as ‘Lime Wire’ creates weaknesses in networks security by al-

lowing outside users access to the schools resources.  

Spam: Unsolicited junk email. The term is also used to describe junk text messages received via mobile 

phones. A related term, spim (or spIM), describes receiving spam via instant messaging.  

Spoofing: Assuming the identity of someone else, using an email address either guessed or harvested from 

repositories of valid email addresses (such as the address book of a virus-infected computer). Spoofing is typ-

ically practised to veil the source of virus-laden emails or, often, to obtain sensitive information from spam 

recipients, without revealing the source of the spammer.  

Trojan Horses: A virus, which infects a computer by masquerading as a normal program. The program con-

tains additional features added with malicious intent. Trojan horses have been known to activate webcams, 

for example, without the knowledge of the PC user.  

Video Conferencing: The process of conducting a conference between two or more participants over a net-

work, involving audio and often text as well as video.  

 

Virus: A computer program that enters a computer, often via email, and carries out a malicious act. A virus in 

a computer can corrupt or wipe all information in the hard drive, including the system software. All users are 

advised to guard against this by installing anti-virus software.  

Webcam: A webcam is a camera connected to a computer that is connected to the Internet. A live picture is 

uploaded to a website from the camera at regular intervals, typically every few minutes. By looking at the 

website you can see what the camera sees – almost as it happens.  
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1. Introduction & Aims 

The aim of the Use of Mobile Phones Policy is to allow users to benefit from modern communication       

technologies, whilst promoting safe and appropriate practice through establishing clear and robust             

acceptable mobile user guidelines. This is achieved through balancing protection against potential misuse 

with the recognition that mobile phones are effective communication tools. It is recognised that it is the    

enhanced functions of many mobile phones that cause the most concern, offering distractions and disruption 

to the working day, and which are most susceptible to misuse - including the taking and distribution of       

indecent images, exploitation and bullying. However as it is difficult to detect specific usage, this policy refers 

to ALL mobile communication devices. This policy applies to all individuals who have access to personal     

mobile phones on site.  

 

2. Code of Conduct 

A code of conduct is promoted with the aim of creating a cooperative workforce, where staff work as a team, 

have high values and respect each other; thus creating a strong morale and sense of commitment leading to 

increased productivity.  

Our aim is therefore that all practitioners:  

• have a clear understanding of what constitutes misuse.  

• know how to minimise risk.  

• avoid putting themselves into compromising situations which could be misinterpreted and lead to possible 

allegations.  

• understand the need for professional boundaries and clear guidance regarding acceptable use.  

• are responsible for self-moderation of their own behaviours.  

• are aware of the importance of reporting concerns promptly.  

Users who do not comply with this policy are subject to disciplinary procedures.  

 

3. Personal Mobiles - Staff 

Staff are not permitted to use mobile phones during the working day (during class time and designated hours 

including staff meetings) except when on designated breaks. Emergency contact should be made via the 

school office and the school landline may be used in emergencies.  

· During staff meetings mobile phones must be kept out of sight on silent for receiving messages. 

· Staff should have their phones on silent or switched off and out of sight (e.g. in a drawer, handbag or      

pocket) during the working day. Bluetooth communication should also be hidden or switched off.  

· Mobile phones should not be used in a space where children are present (eg. classroom, playground).  

· Use of phones/smartwatches (inc. receiving/sending texts and emails) should be limited to non-contact 

time and outside of designated hours when no children are present e.g. in office areas, staff room, empty 

classrooms.  

· Should there be exceptional circumstances (e.g. acutely sick relative), then staff should make the 

Headteacher aware of this and the school landline number should be provided as the first number to call.  

· Staff are not at any time permitted to use recording equipment on their mobile phones, for example: to 

take recordings of children, or sharing images. Legitimate recordings and photographs should be captured 

using school equipment such as cameras and iPads.  In exceptional circumstances such as during trips when 
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school devices are not available, devices must be handed in and images downloaded and deleted before    

taking off the premises. 

· The school provides internet access only for legitimate business related, education, outreach and              

administrative purposes. Staff should not access the school internet during working hours on their mobile 

phones for personal use of any kind (e.g. social media, online activities).  

· Staff should report any usage of mobile devices that causes them concern to the Headteacher.  

 

4. Mobile Phones for Work Related Purposes 

Communication with parents during school trips should be made using the school mobile phone or via the 

school office. In the case of an emergency during off-site activities where the school mobile is unavailable 

and staff members are required to use their own mobile phone they should protect their own device and 

hide (by inputting 141) their own mobile number for confidentiality purposes.  

Where parents are accompanying trips they are informed not to make contact with other parents (via calls, 

text, email or social networking) during the trip or use their phone to take photographs of children.  

 

5. Personal Mobile - Pupils 

We recognise that mobile phones are a part of everyday life for many children and play an important role in 

helping pupils feel safe and secure. However we also recognise that they can prove a distraction in school 

and can provide a means of bullying or intimidating others.  

A register is kept in the office of children authorised to bring a mobile phone to school. Mobiles are to be 

turned off and handed into the school office at the start of each day and collected at home time (the phone 

is left at the owner’s own risk).  Mobile phones brought to school without permission will be confiscated and 

returned at the end of the day.  

Where mobile phones are used in or out of school to bully or intimidate others, then the head teacher does 

have the power to intervene ‘to such an extent as it is reasonable to regulate the behaviour of pupils when 

they are off the school site’ - refer to Anti-Bullying Policy.  

 

6. Volunteers, Visitors, Governors and Contractors 

All Volunteers, Visitors, Governors and Contractors are expected to follow our mobile phone policy as it    

relates to staff whilst on the premises. On arrival, such visitors will be informed of our expectations around 

the use of mobile phones.  

 

7. Parents 

While we would prefer parents not to use their mobile phones while at school, we recognise that this would 

be impossible to regulate and that many parents see their phones as essential means of communication at all 

times. We therefore ask that parents’ usage of mobile phones, whilst on the school site is courteous and   

appropriate to the school environment. We also allow parents to photograph or video school events such as 

shows or sports day using their mobile phones – but insist that parents do not publish images (e.g. on social 

networking sites) that include any children other than their own. Please refer to Guidance on the Use of   

Photographic Images and Videos of Children in Schools.  
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DECLARATION 

I …………………………………………………………………………………….., hereby certify and declare that I 

have read All Saints’  Use of Mobile Phones Policy.  By signing this document, I am certifying 

that I understand the policy, and all of the terms therein, and agree to abide by the terms and 

provisions contained within the policy. 

Signed: ________________________________ 

Date: __________________________________ 
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Privacy notice for governors/trustees and other volunteers 

Under data protection law, individuals have a right to be informed about how All Saints’ Church of England Primary 

School,   uses any personal data we hold about them. We comply with this right by providing privacy notices to individu-

als where we are processing their personal data. 

This privacy notice explains how we collect, store and use personal data about individuals working with the school in a 
voluntary capacity, including Governors and Trustees.  

We, All Saints’ Church of England Primary School, are the ‘data controller’ for the purposes of data protection law. 

Our data protection officer is Donna Flynn (see ‘Contact us’ below).  

 

The personal data we hold 

We process data relating to those volunteering at our school. Personal data that we may collect, use, store and share 

(when appropriate) about you includes, but is not restricted to: 

 Full name and address 

 Contact details 

 References 

 Evidence of qualifications 

 Employment details 

Information about business and pecuniary interests 

We may also collect, store and use information about you that falls into “special categories” of more sensitive personal 

data. This may include information about (where applicable): 

 Race, ethnicity, religious beliefs, sexual orientation and political opinions 

Disability and access requirements 

 

Why we use this data 

The purpose of processing this data is to support the school to: 

 Establish and maintain effective governance 

 Meet statutory obligations for publishing and sharing Governors’ details 

 Facilitate safe recruitment, as part of our safeguarding obligations towards pupils 

 Undertake equalities monitoring 

Ensure that appropriate access arrangements can be provided for volunteers who require them 
 

Our lawful basis for using this data 

We only collect and use personal information about you when the law allows us to. Most commonly, we use it where we 

need to: 
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 Comply with a legal obligation 

Carry out a task in the public interest 

Less commonly, we may also use personal information about you where: 

 You have given us consent to use it in a certain way 

We need to protect your vital interests (or someone else’s interests) 

Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make 

this clear when requesting your consent and explain how you go about withdrawing consent if you wish to do so. 

Some of the reasons listed above for collecting and using personal information about you overlap, and there may be 

several grounds which justify our use of your data. 

 

Collecting this information 

While most of the information we collect from you is mandatory, there is some information that you can choose whether 

or not to provide to us. 

 

Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if 

so, what the possible consequences are of not complying), or whether you have a choice. 

 

How we store this data 

Personal data we collect as part of the job application process is stored in line with All Saints Church of England Primary 

Schools Data Protection and GDPR Policy. 

We maintain a file to store personal information about all volunteers. The information contained in this file is kept secure 

and is only used for purposes directly relevant to your work with the school.  

Once your relationship with us has ended, we will retain this file and delete the information in it in accordance with the 

Retention Schedule set out in the Information and Record Management Society’s Toolkit for Schools.  This can be found 

here. 

 

Data sharing 

We do not share information about you with any third party without your consent unless the law and our policies allow us 

to do so. 

Where it is legally required, or necessary (and it complies with data protection law) we may share personal information 

about you with: 

 Government departments or agencies – to meet our legal obligations to share information about governors/trustees 

 Our local authority – to meet our legal obligations to share certain information with it, such as details of governors 

 Suppliers and service providers – to enable them to provide the service we have contracted them for, such as gover-

nor/trustee support 

 Professional advisers and consultants 

 Employment and recruitment agencies 

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
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Police forces, courts 

 

Transferring data internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accord-

ance with data protection law. 

Use of your personal information for marketing purposes 

Where you have given us consent to do so, the school may send you marketing information by e-mail or text promoting 

school events, campaigns, charitable causes or services that may be of interest to you. You can "opt out" of receiving 

these texts and/or e-mails at any time by clicking on the "Unsubscribe" link at the bottom of any such communication, or 

by contacting our data protection officer. 

Your rights 

How to access the personal information we hold about you 

Individuals have a right to make a ‘subject access request’ to gain access to personal information that we hold about 

them. 

If you make a subject access request, and if we do hold information about you, we will: 

 Give you a description of it 

 Tell you why we are holding and processing it, and how long we will keep it for 

 Explain where we got it from, if not from you 

 Tell you who it has been, or will be, shared with 

 Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

Give you a copy of the information in an intelligible form 

You may also have a right for your personal information to be transmitted electronically to another organisation in certain 

circumstances. 

If you would like to make a request, please contact Mrs Audrey Davies  

Tel: 01733 563688  

Email: office@allsaints.peterborough.sch.uk 

Your other rights regarding your data 

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You 

have the right to: 

 Object to the use of your personal data if it would cause, or is causing, damage or distress 

 Prevent your data being used to send direct marketing 

 Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, 

rather than a person) 
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 In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

Claim compensation for damages caused by a breach of the data protection regulations 

To exercise any of these rights, please contact Mrs Audrey Davies 

Tel: 01733 563688  

Email: office@allsaints.peterborough.sch.uk 

Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other 

concern about our data processing, please raise this with us in the first instance. 

To make a complaint, please contact Mrs Audrey Davies 01733 563688 or email office@allsaints.peterborough.sch.uk  

You can also contact our Data Protection Officer: 

Donna J Flynn 

Email:  dpo@theictservice.org.uk 

Tel: 0300 300 0000 option 1 

Address: Speke House, 17 Compass Point Business Park, Stocks Bridge Way, St Ives, Cambs PE27 5JL 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

Report a concern online at https://ico.org.uk/concerns/ 

Call 0303 123 1113 

Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

Contact us 

If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, 

please contact: 

Mrs Audrey Davies 01733 563688 or email office@allsaints.peterborough.sch.uk 

This notice is based on the Department for Education’s model privacy notice for governors and volunteers amended to 

reflect the way we use data in the school 

mailto:dpo@theictservice.org.uk
https://ico.org.uk/concerns/
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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Privacy notice for staff 

Under data protection law, individuals have a right to be informed about how the school uses any personal data that we 

hold about them. We comply with this right by providing privacy notices to individuals where we are processing their per-

sonal data. 

This privacy notice explains how we collect, store and use personal data about individuals we employ, or otherwise en-

gage, to work at our school. 

We, All Saints’ Church of England Primary School, are the ‘data controller’ for the purposes of data protection law. 

Our data protection officer is Donna Flynn (see ‘Contact us’ below).  

 

The personal data we hold 

We process data relating to those we employ, or otherwise engage, to work at our school. Personal data that we may 

collect, use, store and share (when appropriate) about you includes, but is not restricted to: 

Full name, date of birth, marital status and gender 

Address and contact details 

Next of kin and emergency contact numbers 

Salary, annual leave, pension and benefits information 

Bank account details, payroll records, National Insurance number and tax status information 

Recruitment information, including copies of right to work documentation, references and other information included 

in a CV or cover letter or as part of the application process 

Qualifications and employment records, including work history, job titles, working hours, training records and profes-

sional memberships 

Performance information 

Outcomes of any disciplinary and/or grievance procedures 

Absence data 

Copy of driving licence 

Photographs 

CCTV footage 

Data about your use of the school’s information and communications system 

 

We may also collect, store and use information about you that falls into "special categories" of more sensitive personal 

data. This includes information about (where applicable): 

Race, ethnicity, religious beliefs, sexual orientation and political opinions 

Trade union membership 

Health, including any medical conditions, and sickness records 
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Why we use this data 

The purpose of processing this data is to help us run the school, including to: 

Enable you to be paid 

Facilitate safe recruitment, as part of our safeguarding obligations towards pupils 

Support effective performance management 

Inform our recruitment and retention policies 

Allow better financial modelling and planning 

Enable ethnicity and disability monitoring 

Improve the management of workforce data across the sector 

Support the work of the School Teachers’ Review Body 

 

Our lawful basis for using this data 

We only collect and use personal information about you when the law allows us to. Most commonly, we use it where we 

need to: 

Fulfil a contract we have entered into with you 

Comply with a legal obligation 

Carry out a task in the public interest 

Less commonly, we may also use personal information about you where: 

You have given us consent to use it in a certain way 

We need to protect your vital interests (or someone else’s interests)  

Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make 

this clear when requesting your consent, and explain how you go about withdrawing consent if you wish to do so. 

Some of the reasons listed above for collecting and using personal information about you overlap, and there may be 

several grounds which justify the school’s use of your data. 

 

Collecting this information 

While the majority of information we collect from you is mandatory, there is some information that you can choose 

whether or not to provide to us. 

Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if 

so, what the possible consequences are of not complying), or whether you have a choice. 

 

How we store this data  

We create and maintain an employment file for each staff member. The information contained in this file is kept secure 
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and is only used for purposes directly relevant to your employment. 

Once your employment with us has ended, we will retain this file and delete the information in it in accordance with the 

Retention Schedule set out in the Information and Record Management Society’s Toolkit for Schools.  This can be found 

here. 

 

Data sharing 

We do not share information about you with any third party without your consent unless the law and our policies allow us 

to do so. 

Where it is legally required, or necessary (and it complies with data protection law) we may share personal information 

about you with: 

Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns 

and information about headteacher performance and staff dismissals 

The Department for Education – to meet our legal obligations 

Your family or representatives – to fulfil our contractual obligations 

Educators and examining bodies – to fulfil our public task 

Our regulator Ofsted – to meet our legal obligations and fulfil our public task 

Suppliers and service providers – to enable them to provide the service we have contracted them for, such as payroll 

Our auditors – to meet our legal obligations 

Security organisations – to fulfil our contractual obligations and to ensure the security of the pupils in school 

Health and social welfare organisations – to meet our legal obligations through our recruitment process 

Professional advisers and consultants – to fulfil our public task in providing training opportunities to staff to improve 

work performance 

Police forces, courts, tribunals – to meet legal obligations 

Employment and recruitment agencies – to fulfil our legal and contractual obligations  

 

Transferring data internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accord-

ance with data protection law. 

 

Your rights 

How to access personal information we hold about you 

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school 

holds about them. 

If you make a subject access request, and if we do hold information about you, we will: 

Give you a description of it 

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
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Tell you why we are holding and processing it, and how long we will keep it for 

Explain where we got it from, if not from you 

Tell you who it has been, or will be, shared with 

Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

Give you a copy of the information in an intelligible form 

You may also have the right for your personal information to be transmitted electronically to another organisation in cer-

tain circumstances. 

If you would like to make a request, please contact Audrey Davies 

Tel:  01733 563688 

Email:  office@allsaints.peterborough.sch.uk 

Your other rights regarding your data 

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You 

have the right to: 

Object to the use of your personal data if it would cause, or is causing, damage or distress 

Prevent your data being used to send direct marketing 

Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, 

rather than by a person) 

In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

Claim compensation for damages caused by a breach of the data protection regulations  

To exercise any of these rights, please contact Audrey Davies 

Tel:  01733 563688 

Email:  office@allsaints.peterborough.sch.uk 

Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other 

concern about our data processing, please raise this with us in the first instance. 

To make a complaint, please contact Audrey Davies 

Tel:  01733 563688 

Email:  office@allsaints.peterborough.sch.uk 

You can also contact our Data Protection Officer: 

Donna J Flynn 

Email:  dpo@theictservice.org.uk 

Tel: 0300 300 0000 

mailto:dpo@theictservice.org.uk
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Address: Speke House, 17 Compass Point Business Park, Stocks Bridge Way, St Ives, Cambs PE27 5JL 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

Report a concern online at https://ico.org.uk/concerns/ 

Call 0303 123 1113 

Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

 

Contact us 

If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, 

please contact: Audrey Davies 

Tel:  01733 563688 

Email:  office@allsaints.peterborough.sch.uk 

 

This notice is based on the Department for Education’s model privacy notice for the school workforce, amended to re-

flect the way we use data in this school. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://ico.org.uk/concerns/
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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Privacy notice for pupils 

 

Under data protection law, individuals have a right to be informed about how the school uses any personal data that we 

hold about them. We comply with this right by providing privacy notices to individuals where we are processing their per-

sonal data. 

This privacy notice explains how we collect, store and use personal data about pupils. 

We, All Saints’ Church of England Primary School, are the ‘data controller’ for the purposes of data protection law. 

Our data protection officer is Donna Flynn (see ‘Contact us’ below).  

The personal data we hold 

Personal data that we may collect, use, store and share (when appropriate) about students/pupils includes, but is not 

restricted to:  

Contact details, contact preferences, date of birth, identification documents 

Results of internal assessments and externally set tests 

Pupil and curricular records 

Characteristics, such as ethnic background, eligibility for free school meals, or special educational needs 

Exclusion information 

Behaviour information 

Details of any medical conditions, including physical and mental health 

Attendance information 

Safeguarding information 

Details of any support received, including care packages, plans and support providers 

Photographs 

CCTV images captured in school 

Data about use of the school’s information and communications system 

We may also hold data about students/pupils that we have received from other organisations, including other schools, 

local authorities and the Department for Education. 

Why we use this data 

We use this data to: 

Support student/pupil learning 

Monitor and report on student/pupil progress 

Provide appropriate pastoral care 

Protect student/pupil welfare 

Assess the quality of our services 
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Administer admissions waiting lists 

Carry out research 

Comply with the law regarding data sharing 

Our legal basis for using this data 

We only collect and use pupils’ personal data when the law allows us to. Most commonly, we process it where: 

We need to comply with a legal obligation 

We need it to perform an official task in the public interest 

Less commonly, we may also process pupils’ personal data in situations where: 

We have obtained consent to use it in a certain way 

We need to protect the individual’s vital interests (or someone else’s interests) 

Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn at any time. We will make 

this clear when we ask for consent, and explain how consent can be withdrawn. 

Some of the reasons listed above for collecting and using pupils’ personal data overlap, and there may be several 

grounds which justify our use of this data. 

Collecting this information 

While the majority of information we collect about pupils is mandatory, there is some information that can be provided 

voluntarily. 

Whenever we seek to collect information from you or your child, we make it clear whether providing it is mandatory or 

optional. If it is mandatory, we will explain the possible consequences of not complying. 

 

How we store this data  

We keep personal information about students/pupils while they are attending our school. We may also keep it beyond 

their attendance at our school if this is necessary in order to comply with our legal obligations. We keep personal data 

according to the Retention Schedule set out in the Information and Record Management Society’s Toolkit for Schools.  

This can be found here. 

 

Data sharing 

We do not share information about pupils with any third party without consent unless the law and our policies allow us to 

do so. 

Where it is legally required, or necessary (and it complies with data protection law) we may share personal information 

about pupils with: 

Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns 

and exclusions 

The Department for Education – to meet our legal obligations to share certain information with it. 

The pupil’s family and representatives – to provide regular reports on the pupil’s progress and to ensure the pupil’s 

safety whilst at school 

Educators and examining bodies – to meet our legal obligations and allow the pupil to be entered for assesments  

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
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Ofsted – to meet our legal obligations 

Suppliers and service providers – to enable them to provide the service we have contracted them for 

Survey and research organisations – to help us fulfil our public task 

Health authorities – to meet our legal obligation to keep our pupils safe 

Health and social welfare organisations – to meet our legal obligation and to protect the pupils  

Professional advisers and consultants – to help us fulfil our public task 

Charities and voluntary organisations - to help us fulfil our public task and to protect the pupils 

Police forces, courts, tribunals – to meet our legal obligations to share information with them 

 

Transferring data internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accord-

ance with data protection law. 

National Pupil Database 

We are required to provide information about pupils to the Department for Education as part of statutory data collections 

such as the school census and early years’ census.  

Some of this information is then stored in the National Pupil Database (NPD), which is owned and managed by the De-

partment for Education and provides evidence on school performance to inform research. 

The database is held electronically so it can easily be turned into statistics. The information is securely collected from a 

range of sources including schools, local authorities and exam boards.  

The Department for Education may share information from the NPD with other organisations which promote children’s 

education or wellbeing in England. Such organisations must agree to strict terms and conditions about how they will use 

the data. 

For more information, see the Department’s webpage on how it collects and shares research data. 

You can also contact the Department for Education with any further questions about the NPD.  

Parents and pupils’ rights regarding personal data 

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school 

holds about them. 

Parents/carers can make a request with respect to their child’s data where the child is not considered mature enough to 

understand their rights over their own data (usually under the age of 12), or where the child has provided consent. 

Parents also have the right to make a subject access request with respect to any personal data the school holds about 

them. 

If you make a subject access request, and if we do hold information about you or your child, we will: 

Give you a description of it 

Tell you why we are holding and processing it, and how long we will keep it for 

Explain where we got it from, if not from you or your child 

Tell you who it has been, or will be, shared with 

https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
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Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

Give you a copy of the information in an intelligible form 

Individuals also have the right for their personal information to be transmitted electronically to another organisation in 

certain circumstances. 

Parents/carers also have a legal right to access to their child’s educational record. To request access, please contact 

Mrs Audrey Davies, 01733 563688 or office@allsaints.peterborough.sch.uk 

Other rights 

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe, in-

cluding the right to: 

Object to the use of personal data if it would cause, or is causing, damage or distress 

Prevent it being used to send direct marketing 

Object to decisions being taken by automated means (by a computer or machine, rather than by a person) 

In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

Claim compensation for damages caused by a breach of the data protection regulations  

To exercise any of these rights, please contact Mrs Audrey Davies,  

Tel:        01733 563688 

Email:          office@allsaints.peterborough.sch.uk 

 

Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other 

concern about our data processing, please raise this with us in the first instance. 

To make a complaint, please contact: Mrs Audrey Davies 

Tel:        01733 563688 

Email:          office@allsaints.peterborough.sch.uk 

 

You can also contact our Data Protection Officer: 

Donna J Flynn 

Email:  dpo@theictservice.org.uk 

Tel: 0300 300 0000 

Address: Speke House, 17 Compass Point Business Park, Stocks Bridge Way, St Ives, Cambs PE27 5JL 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

Report a concern online at https://ico.org.uk/concerns/ 

mailto:office@allsaints.peterborough.sch.uk
mailto:office@allsaints.peterborough.sch.uk
mailto:dpo@theictservice.org.uk
https://ico.org.uk/concerns/
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Call 0303 123 1113 

Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

 

Contact us 

If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, 

please contact: Mrs Audrey Davies 

Tel:        01733 563688 

Email:          office@allsaints.peterborough.sch.uk 

 

This notice is based on the Department for Education’s model privacy notice for pupils, amended to reflect the way we 

use data in this school. 

 

mailto:office@allsaints.peterborough.sch.uk
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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Privacy notice for parents/carers 

 

Under data protection law, individuals have a right to be informed about how the school uses any personal data that we 

hold about them. We comply with this right by providing privacy notices to individuals where we are processing their per-

sonal data. 

This privacy notice explains how we collect, store and use personal data about parents. 

We, All Saints’ Church of England Primary School, are the ‘data controller’ for the purposes of data protection law. 

Our data protection officer is The ICT Service (see ‘Contact us’ below).  

The personal data we hold 

Personal data that we may collect, use, store and share (when appropriate) about parents may include, but is not re-

stricted to:  

Name, address and date of birth, 

Contact details, contact preferences, identification documents 

Characteristics such as ethnic background, first language 

Employment details such as place of work, occupation, job title, NI number 

Whether there is a court order in place restricting the parent’s access to their child 

 

We may also hold data about parents that we have received from other organisations, including other schools, local au-

thorities and the Department for Education. 

 

Why we use this data 

We use this data to: 

Provide appropriate pastoral care 

Protect student/pupil welfare 

Administer admissions waiting lists 

Comply with the law regarding data sharing 

 

Our legal basis for using this data 

We only collect and use parents’ personal data when the law allows us to. Most commonly, we process it where: 

We need to comply with a legal obligation 

We need it to perform an official task in the public interest 

Less commonly, we may also process parents’ personal data in situations where: 

We have obtained consent to use it in a certain way 
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We need to protect the individual’s vital interests (or someone else’s interests) 

Where we have obtained consent to use parents’ personal data, this consent can be withdrawn at any time. We will 

make this clear when we ask for consent, and explain how consent can be withdrawn. 

Some of the reasons listed above for collecting and using parents’ personal data overlap, and there may be several  

grounds which justify our use of this data. 

 

Collecting this information 

While the majority of information we collect about parents is mandatory, there is some information that can be provided 

voluntarily. 

Whenever we seek to collect information from you, we make it clear whether providing it is mandatory or optional. If it is 

mandatory, we will explain the possible consequences of not complying. 

 

How we store this data  

We keep personal information about students/pupils and their parents while they are attending our school. We may also 

keep it beyond their attendance at our school if this is necessary in order to comply with our legal obligations. We store 

this data in both digital and paper based formats. We keep personal data according to the Retention Schedule set out in 

the Information and Record Management Society’s Toolkit for Schools.  This can be found here. 

 

Data sharing 

We do not share information about parents with any third party without consent unless the law and our policies allow us 

to do so. 

Where it is legally required, or necessary (and it complies with data protection law) we may share personal information 

about parents with: 

Our local authority – to meet our legal obligations to share certain information with it, such as safeguarding concerns 

and exclusions 

The Department for Education – to meet our legal obligations to share certain information with it. 

Suppliers and service providers – to enable them to provide the service we have contracted them for 

Survey and research organisations – to help us fulfil our public task 

Health authorities – to meet our legal obligation to keep our pupils safe 

Health and social welfare organisations – to meet our legal obligation and to protect our pupils  

Charities and voluntary organisations - to help us fulfil our public task and to protect the pupils 

Police forces, courts, tribunals – to meet our legal obligations to share information with them 

 

Transferring data internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accord-

ance with data protection law. 

Parents’ rights regarding personal data 

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
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Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school 

holds about them. 

If you make a subject access request, and if we do hold information about you, we will: 

Give you a description of it 

Tell you why we are holding and processing it, and how long we will keep it for 

Explain where we got it from, if not from you or your child 

Tell you who it has been, or will be, shared with 

Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

Give you a copy of the information in an intelligible form 

Individuals also have the right for their personal information to be transmitted electronically to another organisation in 

certain circumstances. 

Other rights 

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe, in-

cluding the right to: 

Object to the use of personal data if it would cause, or is causing, damage or distress 

Prevent it being used to send direct marketing 

Object to decisions being taken by automated means (by a computer or machine, rather than by a person) 

In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

Claim compensation for damages caused by a breach of the data protection regulations  

To exercise any of these rights, please contact Mrs Audrey Davies,  

Tel:  01733 563688  

Email: office@allsaints.peterborough.sch.uk 

Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other 

concern about our data processing, please raise this with us in the first instance. 

To make a complaint, please contact Mrs Audrey Davies,  

Tel:  01733 563688  

Email: office@allsaints.peterborough.sch.uk 

You can also contact our Data Protection Officer: 

Donna J Flynn 

Email:  dpo@theictservice.org.uk 

Tel: 0300 300 0000 

mailto:dpo@theictservice.org.uk
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Address: Speke House, 17 Compass Point Business Park, Stocks Bridge Way, St Ives, Cambs PE27 5JL 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

Report a concern online at https://ico.org.uk/concerns/ 

Call 0303 123 1113 

Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

Contact us 

If you have any questions, concerns or would like more information about anything mentioned in this privacy notice, 

please contact: 

Mrs Audrey Davies, 01733 563688 or office@allsaints.peterborough.sch.uk  

This notice is based on the Department for Education’s model privacy notice for pupils, amended for parents and to re-

flect the way we use data in this school. 

 
 

 

https://ico.org.uk/concerns/
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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Privacy notice for job applicants 

Under data protection law, individuals have a right to be informed about All Saints’ Church of England Primary School 

uses any personal data held about them. We comply with this right by providing privacy notices to individuals where we 

are processing their personal data. 

This privacy notice explains how we collect, store and use personal data about individuals applying for jobs at our 

school.  

We are the ‘data controller’ for the purposes of data protection law. 

Our data protection officer is Donna Flynn (see ‘Contact us’ below).  

Successful candidates should refer to our privacy notice for the school workforce for information about how their person-

al data is collected, stored and used during their period of employment. 

 

The personal data we hold 

We process data relating to those applying to work at, All Saints’ Church of England Primary School. Personal data that 

we may collect, use, store and share (when appropriate) about you includes, but is not restricted to: 

 Full name and address 

 Contact details 

 Copies of right to work documentation 

 References 

 Evidence of qualifications 

Employment records, including work history, job titles, training records and professional memberships 

We may also collect, store and use information about you that falls into “special categories” of more sensitive personal 

data. This includes information about (where applicable): 

 Race, ethnicity, religious beliefs, sexual orientation and political opinions 

Disability and access requirements 

 

Why we use this data 

The purpose of processing this data is to aid the recruitment process by: 

 Enabling us to establish relevant experience and qualifications 

 Facilitating safe recruitment, as part of our safeguarding obligations towards pupils 

 Enabling equalities monitoring 

Ensuring that appropriate access arrangements can be provided for candidates that require them 
 

Our lawful basis for using this data 

We only collect and use personal information about you when the law allows us to. Most commonly, we use it where we 

need to: 
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 Comply with a legal obligation 

Carry out a task in the public interest 

Less commonly, we may also use personal information about you where: 

 You have given us consent to use it in a certain way 

 

We need to protect your vital interests (or someone else’s interests) 

Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make 

this clear when requesting your consent and explain how you go about withdrawing consent if you wish to do so. 

Some of the reasons listed above for collecting and using personal information about you overlap, and there may be 

several grounds, which justify the Trust’s use of your data. 

 

Collecting this information 

While most of the information we collect from you is mandatory, there is some information that you can choose whether 

or not to provide to us. 

 

Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if 

so, what the possible consequences are of not complying), or whether you have a choice. 

 

How we store this data 

Personal data we collect as part of the job application process is stored in line with All Saints’ Church of England Prima-

ry School. Data Protection and GDPR Policy. 

We will retain, and dispose of, the personal data of all unsuccessful job applicants in accordance with the Retention 

Schedule set out in the Information and Record Management Society’s Toolkit for Schools.  This can be found here.  

 

Data sharing 

We do not share information about you with any third party without your consent unless the law and our policies allow us 

to do so. 

Where it is legally required or necessary (and it complies with data protection law), we may share personal information 

about you with: 

 Our local authority – to meet our legal obligations to share certain information with it, such as shortlists of candidates 

for a headteacher position 

 Suppliers and service providers – to enable them to provide the service we have contracted them for, such as HR 

and recruitment support 

 Professional advisers and consultants 

Employment and recruitment agencies 

 

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
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Transferring data internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accord-

ance with data protection law. 

 

Your rights 

How to access the personal information we hold about you 

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the Trust holds 

about them.  

If you make a subject access request, and if we do hold information about you, we will: 

 Give you a description of it 

 Tell you why we are holding and processing it, and how long we will keep it for 

 Explain where we got it from, if not from you 

 Tell you who it has been, or will be, shared with 

 Let you know whether any automated decision-making is being applied to the data, and any consequences of this 

Give you a copy of the information in an intelligible form 

You may also have a right for your personal information to be transmitted electronically to another organisation in certain 

circumstances. 

If you would like to make a request, please contact Mrs Audrey Davies 

Tel:  01733 563688  

Email: office@allsaints.peterborough.sch.uk 

Your other rights regarding your data 

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You 

have the right to: 

 Object to the use of your personal data if it would cause, or is causing, damage or distress 

 Prevent your data being used to send direct marketing 

 Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, 

rather than a person) 

 In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing 

Claim compensation for damages caused by a breach of the data protection regulations 

To exercise any of these rights, please contact Mrs Audrey Davies,  

Tel:  01733 563688  

Email: office@allsaints.peterborough.sch.uk 
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Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that, our collection or use of personal information is unfair, misleading or inappropriate, or have any other 

concern about our data processing, please raise this with us in the first instance. 

To make a complaint, please contact Mrs Audrey Davies, 

Tel:  01733 563688  

Email: office@allsaints.peterborough.sch.uk 

You can also contact our Data Protection Officer: 

Donna J Flynn 

Email:  dpo@theictservice.org.uk 

Tel: 0300 300 0000 option 1 

Address: Speke House, 17 Compass Point Business Park, Stocks Bridge Way, St Ives, Cambs PE27 5JL 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

mailto:dpo@theictservice.org.uk
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